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the focus on cybersecurity has increased more than ever.
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HOW MANY INTERMET USERS WILL
THERE BE IN 20257

4.7 Seos

BILLION

INTERMET USERS

Percentage from

FARVERVE

Emerging economies

V68 b

COUNMTRIES EXPECTED TO SEE THE
GREATEST INCREASE IN INTERMET
USERS FROM 2012

CAMEROON
I, 0 5 7 -

PAKISTAN

I 6317

GUATEMALA

I 515

ALGERIA

I 3 55

WILL THE WORKFORCE KEEP UP WITH THE GROWING DEPENDENCE

OM TECHNOLOGY?
ANMUAL STEM GRADUATES

$ITTTIITT
seeeS

@
o 14

Y
wik {’

By 2025, emerging economies will produce
nearly 16 million graduates in scence,
technology, enginesring, and mathematics
(STEM) fields annually, which will be nearly
5 times greater than the 3.3 million per year
from developed countries.
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COUNTRIES WITH THE STROMGEST GROWTH IM 5TEM GRADUATES FROM 2013
PERCENTALE OF GROWTH)
0 L] Q,
248% 3129, 192% 1709  166%
[ ]
f ‘- N “ ‘
MOROCCO S5AUDI ARABIA KEMYA PERU GUATEMALA

HOW WILL THE WORLD MAMNAGE
GROWING PUBLIC DEBT?
291%

‘ of GDP

PREDICTED INCREASE IN DEET BY 2025

172%
o GDR 142% 1329, 128%

ot GOF
of GDF ot GO

[REN

ITALY PORTUGAL SINGAPORE

Mational debt as a percentage
of GDP will average just over 10
percent worldwide, but soms
countries/regions will camry

greater debt AAPRM

CAN THE WORLD DELIVER COMNECTIVITY FOR EVERYOME?

Broadband penetration will
continue to increass, but gains
will vary by country.

period, the entine
European Union will f
add only 105 million

mew broadband

subscriptions, from

nearly 143 million
in 20012 to 248
million in 20Z5.
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600 —

500 = Developed countries

Peak EE——
Plateau m——

Canyon m——

400 =

Emerging economies
300 —

Peak -
Plateau sessssmsm==
200 — Canyon ssssssssmas
In the Canyon scenario,
emerging economies take
five years longer than in
the Peak scenario to reach
the broadband penetration
that developed countries
achieved in 2012.

100 —

Broadband subscribers per thousand people

2015 4=
2016 4=
2017 4~
2018 4~
2019 1=
2020 1=
2021 1=
2022 1=
2023 T~
2024 1=
2025 -
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ECONOMIES PEAK PLATEAL CANYOM
_— A96 A9l A1z
Broadband Internet = b 7% cHANGE 65% cnance 39% cHANGE
subscriptions
peer caplta . _ A4l A31 G
megng 538% cuancE 65% cuance 397% cHaNGE
Developed 1126 1.024 Rl
Mobile Internet 60% cHANGE 45% cHanGE 36% cHANGE
subsoriptions
peer caplta e ) Tbb 531 A99
megng 403% cHaNGE 249% cHanGE 227T% cnanGE
Developed LSS5 BB L5834 68 Us%32 6B
Annual disposable 269% cHANGE 19% cHaNGE 12% cHANGE
income _— USS5.88 US$5.58 US$5.38
in
e 81% cHANGE 713% cHaNGE 65% cHANGE
U581.429 U581 334 Us§1231
Developed
Expenditure on RAD 309% cHaNGE 20% cHanaE 12% cHANGE
per capita . Us$114 US$108 Uss101
megng 103% crance Q2% cHANGE 81% cHanGE
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79% cHANGE

—— 112% 130% 136%
= 2% CHANGE 19% cHanGE 24% cHANGE
Public debt as a
percentage of GDP . . 6% e 43%
meEngIng
1% CHANGE 15% cHamGe 25% cHaNGE
Bl 141 136 130
ped 8% cHaNGE 356 cHANGE -1% cHanGE
Regulatory
Quality Index score : | 012 016 o
meergin
9 53% cHANGE 3 3% cHANGE 13% cHaNGE
Developed 312 3.05 248
63% cHaNGE 59% cHANGE 56% cHaNGE
STEM graduates
per 1.00O people 302 288 278
Emerging
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What skills do | need to work in cyber security?

O Logical mind and great reasoning skills

1 Understanding of the cyber world and how hackers work

O Excellent attention to detail

O Very good IT skills and knowledge of networks, hardware and
software

O Incident handling skills

O Auditing skills

O Strong understanding of IT infrastructures and their
vulnerabilities

1 Computer forensics skills
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https://www.futurelearn.com/experttracks/cybersecurity-foundations
https://www.futurelearn.com/subjects/it-and-computer-science-courses
https://www.futurelearn.com/courses/network-security-basics
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The more specific technical skills and knowledge will vary depending on the specific career path you
choose, but often you will also need an understanding of these skills:

Analytics

Intrusion detection

Advanced malware analysis and prevention
Cloud computing

Firewall skills

SIEM management

Identity management

Application security development

Programming languages, i.e. Java, C/C++, Python
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Why work in cyber security?

* The chance for progression
 Job satisfaction

« Learn independently

* The pay
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What are the 10 most in-demand cyber security jobs?

Blockchain Developer
. Cyber Security Project Manager

Network Engineer
Information Security Analyst
. Ethical Hacker

. Cyber Security Consultant

. Digital Forensic Analyst

. Chief Information Security Officer (CISO)
. Security Architect

10. Security Software Developer
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The top 10 fastest-growing cybersecurity skills

Skill 5-Year Projected Growth 2020 Salary Premium
Application Development Security 164% 29,635 $12,266
Cloud Security 115% 19,477 $15,025
Risk Management 60% 57,967 $13,379
Threat Intelligence 41% 60,039 $9,609
Incident Response 37% 23,497 S5,683
Compliance and Controls 36% 54,770 $12,423
Data Privacy and Security 36% 88,527 $5,256
Access Management 32% 118,096 $6,451
Security Strategy and Governance 20% 82,952 $7,735

Health Information Security 20% 413,687 5738
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Certified Secure Computer User (CSCU) aill, 55,5 el 0,90 -
el 0392 y0 Glibole (25T g il (il 6l (Sledde S0 S
CompTIA Security+ o,45-Y
Sl cocal 0595 0 (6l 48, 0,90 e 5T jo leolite  Sole] Slesde plaw S jon S5
Certified Information Security Manager (CISM) &ledb! coswl &g pow o,90-Y
5,18 g ol Casal o) 10 Fasas ol 550l 4 biled aS s0g bl laastie ¢ 0,50 (pl Lble
Certified Specialist of Encryption (ECES) s, 50, oaass o,90 -f
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* International Information Systems Security Certifications Consortium (ISC2)

* CompTIA
e EC-Council
e CREST

* International Association of Privacy Professionals (IAPP)
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https://www.futurelearn.com/experttracks/cybersecurity-foundations
https://www.futurelearn.com/subjects/it-and-computer-science-courses
https://maghalekade.com/public/uploads/maghale/files/1507991420 Ys9juNW2dG.pdf

https://www.isc2.org/

https://www.comptia.org/

https://www.eccouncil.org/
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